
 



   

1. Introduction   

1.1 Under previous legislation, the carrying out of a Data Privacy Impact Assessment (DPIA) was 

good practice. Completing a DPIA is now mandatory in certain circumstance in both the 

General Data Protection Regulation (GDPR) and the Data Protection Act 2018 (DPA). If you 

are introducing, changing or assessing a process that handles personal data, you must 

complete a DPIA. This is a key element of the new focus on accountability and data protection 

by design, and a more risk-based approach to compliance.   

  

1.2 A DPIA is a process to help identify and minimise the data protection risks of a particular project 

or activity when the processing of personal data is likely to result in ‘high risk to individuals’ 

rights or freedoms’. A high risk might arise if the Council is intending to process data that:   

• Involves the use of special category (sensitive), or highly personal data;   

• Concerns vulnerable adults or children;   

• Involves preventing people from using a service or exercising a right;   

• Includes processing data on a large scale.   

   

1.3 If you are in any doubt as to whether you need to complete a DPIA, you should consult with  

South Kesteven District Council's Data Protection Officer. Email: dpo@southkesteven.gov.uk     

   

1.4 If you identify a high risk and you cannot mitigate that risk, you must consult with the DPO who 

will contact the Information Commissioner's Office (ICO) before starting the processing. The 

ICO will give written advice within 8 weeks, or 14 weeks in complex cases. In appropriate 

cases, the ICO has the power to issue a formal warning not to process the data, or to ban the 

processing altogether.   

   

2. When should a DPIA be undertaken?   

2.1 A DPIA is a process to systematically analyse the Council's processing and help SKDC to 

minimise data protection risks. It is intended to be an ongoing process; it should be monitored 

and reviewed as necessary. A DPIA must:   

• Describe the processing and its purposes;   

• Assess necessity and proportionality;   

• Identify and assess risks to individuals; and   

• Identify any measures to mitigate those risks and protect the data.   



   

2.2 The GDPR states that the Council must carry out a DPIA if it plans to:   

• Systematically monitor a public place on a large scale by for example, installing CCTV 

cameras;   

• Process sensitive personal data or criminal offence data on a large scale;   

• Use systematic and extensive profiling with significant effects;   

• Use new technologies, process biometric data (e.g. fingerprints, facial recognition, retinal 

scans) and geometric data (an individual's gene sequence);   

• Profile children or target services at them;   

• Match data or combine data sets from different sources;   

• Process personal data without providing a privacy notice directly to an individual;   

• Process personal data that might endanger an individual's health or safety in the event of 

a security breach.   

   

2.3 The GDPR also provides that the Council must, where appropriate, seek the views of data 

subjects or their representatives on the intended processing, without prejudice to the protection 

of commercial or public interests or the security of processing operations.   

   

The following checklist will assist you in terms of determining whether a DPIA must be carried 

out.   

   

      DPIA questions   Yes/No   

1. Identity   Will the project involve collecting information about 
individuals for the first time?   

   

2. Identity   Will your project or activity compel individuals to 
provide information about themselves?   

   

3. Sharing 
information   

Will any information about individuals be disclosed 
to any other organisations?   

   

4. Data   Are you using information about individuals for a 
purpose it is not currently used for, or in a way it is not 
currently used?   

   

5. Data   Does the project involve you using new technology 
that might be perceived as being privacy intrusive? 
For example, the use of biometrics or facial 
recognition or CCTV cameras?   

   



6. Data   Will the project result in you making decisions or 
taking action against individuals in ways that could 
have a significant impact on them?   

   

7. Data   Is the information about individuals of a kind 
particularly likely to raise privacy concerns or 
expectations? For example, health records, criminal 
records or other information that people would 
consider to be private.   

   

8. Data   Will the project or activity require you to contact 

individuals in ways that they may find intrusive?   

  

   

If you have answered YES to ANY of the questions in the checklist, you will need to consult 

with the DPO.   

  
3. What should a DPIA contain?   
3.1 Section 64 of the DPA 2018 prescribes that a DPIA must contain as a minimum:   

• A systematic description of the proposed processing and its purpose;   

• An assessment of the risks to the rights and freedoms of data subjects;   

• The measures proposed to address those risks;   

• Safeguards, security measures and mechanisms to ensure the protection of personal data 

and to demonstrate compliance with the Council's revised Data Protection Policies and 

Procedures.   

   

The following Data Protection Impact Assessment Template should be used when carrying out 

a DPIA.   

  

Team / Service:   

Information Asset Owner:   

Team / Service Contact:  

Brief description of processing being 

assessed:  

 

Director / project sponsor:   

  

Version  Date  Author  Change  

        

        

        

  

 

 

 

 



Section A – Description of processing and consultation  

  

A.1 Tell us what you are trying to do and why?  

Title of Project/process:  

  

What is the Project/process?  

 

What is the purpose of the project/process?  

  

How will you be processing personal data? 

 

  

  

A.2 Describe who has been consulted while designing/reviewing this process.  

  

  

  

  

  

A.3 What personal and/or sensitive personal data will be collected?  

Detail the risks involved when processing the data for this purpose.  

  

What Personal Data will be collected (list all fields):  

  

What sensitive personal data will be collected (list all):  

  

  

  

  

A.4 Risk assessment.  

 Detail the risks involved when processing the data for this purpose.  

  

  

  

  

  

 

 

 

 



Section B – Data Protection Principles  

This section asks you to indicate how the processing complies with each data protection principle. 

Where you can, please provide evidence of what you have in place to achieve compliance, or clearly 

state what work is underway where you know there are gaps.  You can provide links to existing 

documents, or send attachments with your DPIA.  

  

Principle 1: Lawfulness, Fairness and Transparency  

• When we process personal we must make sure that we have a lawful reason for doing so, our use 

of the data is fair, and we tell people what we are doing and why.    

• We must identify a lawful reason to process the personal data.  This is known as a ‘Condition of 

Processing’.    

  

B.1.1 What is the legal basis for processing the data? (delete the conditions that do not 
apply) 
 The legal basis for processing information is set out in the General Data Protection Regulation 
(GDPR), articles:  

• 6.1(a) the data subject has given consent to the processing of his or her personal data for 
one or more specific purposes;   

  

• 6.1 (b) processing is necessary for the performance of a contract to which the data subject is 
party or in order to take steps at the request of the data subject prior to entering into a 
contract;   

  

• 6.1 (c) processing is necessary for compliance with a legal obligation to which the controller 
is subject;   

  

• 6.1 (d) processing is necessary in order to protect the vital interests of the data subject or of 
another natural person;   

  

• 6.1 (e) processing is necessary for the performance of a task carried out in the public interest 
or in the exercise of official authority vested in the controller;   

  

• 6.1 (f) processing is necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party, except where such interests are overridden by the interests or 
fundamental rights and freedoms of the data subject which require protection of personal 
data, in particular where the data subject is a child. 

  

  

  

 

 

 

 

 

 



• When we collect personal data, we must be clear about why we need it and what we will do with it.  

This information should be clearly explained in privacy notices.    

  

B.1.3 What information is being provided to data subjects to ensure that they are aware of 
this processing?  

 Provide information on how data subjects will be (or are) made aware of this processing:  

  

  

  

     

  

Principle 2: Purpose limitation   

• Where we have collected personal data for a particular purpose, we cannot use it for another 

purpose simply because we hold it.  The only exception to this is if we are required to process data 

by law.    

• It is important the DPIA reflects all the purposes for which personal data is used so it is not 

processed in a way that data subjects would not expect.  This also ensures that privacy information 

can be assessed to be comprehensive and complete.    

  

B.2.1 If you are using existing data for a new purpose, or the data you are collecting may 
be used in a different way to the processing primarily described in A.1, explain the 
alternative processes here.  

  

  

  

 

  

Principle 3: Data Minimisation   

•  When designing processes that handle personal data, it is important that we only collect, use, 

and/or share personal data which is relevant and necessary.  We should clearly identify what 

personal data is necessary for a process and why.    

 

B.3.1 List the types of personal data which will be collected and/or processed?  Indicate 
why it is necessary/relevant.  

Personal data is information that relates to an identified or identifiable individual. This could be a 

name or a number or could include other identifiers such as an IP address or a cookie identifier, 

or other factor. Consider if the individual is still identifiable. You should look at the information you 

are processing together with all the means reasonably likely to be used by either you or any other 

person to identify that individual.  

  

 
 
 



B.3.2 What special category data will be processed? 

Special category data is defined in the GDPR as:   

• race  

• ethnic origin  

• politics  

• religion  

• trade union membership  

• genetics  

• biometrics (where used for ID purposes)  

• health  

• sex life  

• sexual orientation  

  

  

  

  

  

  

  

B.3.4 Describe how the personal data will be collected.   

Describe how data is collected and where it is stored for the process. 

  

  

 

 

Principle 4: Accuracy  

•  Personal data must be accurate and, where necessary, kept up to date.  Reasonable steps should 

be taken to routinely review personal data which is likely to change over time, and procedures 

should be in place to rectify any personal data that is found to be inaccurate.    

  

B.4.1 Describe how the accuracy of personal data will be monitored and maintained.  

  

  

  

 
 

  

 

 

 



Principle 5: Storage Limitation  

• All records held by the Council should be retained in accordance with the Record Retention 

Schedule.  

• Our systems and processes should be designed to delete personal data as soon as it is no longer 

needed.  This might mean that parts of records can be deleted at different times.    

  

B.5.1 Indicate the retention rule (including reference) from the Record Retention Schedule 
which will be applied to this processing.    

  

  

  

  

  

  

Principle 6: Security, Integrity and Confidentiality  

• Personal data should be protected against unauthorised access, accidental loss, destruction or 

damage.  There should be appropriate governance controls in place (including physical and 

technical controls) to ensure that personal data is secure and only accessed by those who are 

authorised to do so.  

• When introducing new systems or software which will store or transmit personal data, it is important 

that we understand what security is in place to protect the information.  It will often be necessary for 

this type of information to be sought from the system supplier.  

  

B.6.1 What risks are have been identified which may lead to data being processed in a way 
which is not intended?  

  

  

  

 

  

B.6.2 Describe who will have access to the data?  

  

  

 
 

  

B.6.3 Describe what organisational controls will be in place to support the process and 
protect the data.  

  

  

 
 

  



B.6.4 Describe what technical controls will be in place to support the process and protect 
the data.  

  

 
 
 

  

B.6.5 Will the data be routinely shared with any other service or organisation? If yes, 
indicate whether there is an information sharing agreement, or relevant contract clauses, 
in place to govern how personal data is treated.    

  

  

 
 

  

B.6.6 Will data be stored outside the European Economic Area (EEA)? If yes, include 
evidence of contract clauses which ensure that personal data is maintained in 
accordance with UK data protection legislation.  

  

  

  

B.6.7 Given the controls in place, what is the likelihood and severity of threats identified in  

B.6.1 taking place?  

  

Impact:   

Likelihood:  

 
 

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Section C – Individual Rights  

• Data protection legislation provides data subjects with certain rights about their data.  The DPO has 

a responsibility to co-ordinate all requests from data subjects who wish to exercise their rights but it 

is important that processes are designed to support these.  

Please indicate whether the following controls are in place.  Refer to the checklist to understand when 

some rights might not be applicable to the processing described.  

 

Right/Control  Yes  No  N/A  

Right to be informed – privacy information is in place (or 

planned) to tell people what we will do with their data  

(B.1.3)  

      

Right to access personal data – procedures are in place to 
ensure that requests to access personal data are dealt with 
according to Council policy  

      

Right to rectification – processes are in place which allow 
inaccurate personal data to be rectified (B.4.1)  

      

Right to erasure – record retention rules are consistently 
applied to all data (B.5.1).  

      

Right to restrict processing - procedures are in place to 
ensure that requests to restrict processing are dealt with 
according to Council policy  

      

Right to data portability - procedures are in place to ensure 
that requests to transfer data are dealt with according to 
Council policy  

      

Right to object to processing - procedures are in place to 
ensure that objections to processing are dealt with according 
to Council policy  

      

 

  

Section D – Risk Management  

  

D.1.1 What controls are in place to manage or mitigate any risks and have you considered 
whether there is a need to consult with data subjects?  

  

   

 
 
 
 
 
 
 

  



Section E – Submission  

Once completed, send this form, and any accompanying evidence to: DPO@southkesteven.gov.uk   

  

The DPIA will be reviewed by Data Protection. The risk will be assessed, and you will receive a 

response that outlines:   

• current compliance with the data protection principles based upon what has been described within 

the DPIA  

• identify and assess outstanding risks associated with the proposed processing and, if necessary, 

recommended improvement actions.     

• Recommended actions must be addressed prior to the commencement of the processing.  

When this has been completed the DPIA will be sent to the Director/project sponsor to review and 

accept responsibility for the identified risks and mitigation of those risks.   

  

   


